Securing Office 365
with SecureCloud
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Introduction
Microsoft Office 365 has become incredibly
popular because of the mobility and collaboration
it enables.
With Office 365, companies always have the
latest versions of Excel, Word, PowerPoint and
Outlook, as well as cloud-based collaboration
and productivity platforms OneDrive, Exchange
Online, Yammer, and SharePoint Online
According to Microsoft’s 2017 annual report,
more than 100 million people use Office 365
commercial and more than 27 million consumers
use Office 365 Home & Personal.
One of the major uncertainties is how to secure
employee’s Office 365 usage, since in most
organizations the most critical information
is stored in Office 365 , including PII/PCI/PHI
(if relevant) as well as sales information, HR
information and financial information.

As many other cloud service providers, Microsoft
operates under a shared responsibility model.
Microsoft takes responsibility for protecting its
own cloud infrastructure; they detect fraud and
abuse and respond to incidents by notifying
customers. However, it leaves the customer
responsible for ensuring their data is not shared
with someone it shouldn’t be shared with inside
or outside the company, identifying when a user
misuses corporate data, ensure that the data is
not accessed by unauthorized users, devices and
networks that cannot be trusted, and enforcing
compliance and governance policies.
Coronet SecureCloud for Office 365 provides
the missing security layer and enhances Office
365 infrastructure by helping you understand and
control risky activities across the Office 365 suite
of services, protect sensitive data, and stop cloud
threats.

SecureCloud is an autonomous cloud-based
service, which can be enabled in minutes, and
instantly secures your Office 365 deployment.
With one click, you get real-time, granular visibility
of Office 365, along with the cloud services that
make up the Office 365 ecosystem.
SecureCloud engines come pre-configured with
built-in best practices, and monitor, identify and
mitigate threats, abnormal behavior, and risks
as well as prevent data leakage, misuse or theft.
With SecureCloud, your organization can get the
most out of Office 365 while keeping it safe and
compliant, with no additional load on IT and ITSEC
people.
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Why Office 365 built-in security is not enough
Enterprises store a surprising volume of
sensitive data in Office 365 and are subject to
ongoing data leakage due to insider threats and
compromised accounts. Latest security reports
found that almost 20% of documents stored in
OneDrive and SharePoint Online contain sensitive
data. While Microsoft has invested heavily in
securing its infrastructure, it has no protection on
organizational data usage, how and with whom it
can be shared, and what is the security posture of
users, devices and networks used to access the
data.
Security incidents are no longer isolated to PCs
and applications on the network.

The average organization experiences 20-30
cloud-related security incidents each month.
These events include insider threats (both
accidental and malicious), privileged user threats,
and compromised accounts. An average of 3-5
insider threat incidents impact organizations each
month, with 90% of organizations experiencing
at least one per month. Insider threats include
behaviors that unintentionally expose an
organization to risk, such as mistakenly sharing
a spreadsheet with employee Social Security
numbers externally. They also include malicious
activity, such as exfiltration of proprietary data.

The average organization experiences
20-30 cloud-related security incidents
each month. These events include
insider threats (both accidental and
malicious), privileged user threats, and
compromised accounts.

Privileged user threats, such as administrators or
privileged users accessing data they should not,
occur monthly at 60% of organizations resulting in
an average of 5 incidents each month.
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How does SecureCloud help
SecureCloud acts as the control point for cloud services,
providing greater visibility into user activity in the cloud
and the ability to enforce a wide range of security,
compliance, and governance policies. In the past,
companies have relied on a whole ecosystem of third
party security providers to enforce these policies for data
in on-premises applications. SecureCloud offers the ability
to extend enforcement of these policies to Office 365
and other cloud services. The functionality delivered by
SecureCloud includes:

SecureCloud delivers its unique
capabilities on three pillars:
1. Access Control
2. Threat Prevention
3. Data Control

The ability to detect when a user or administrator
is taking a high-risk action with sensitive data,
regardless of whether that activity is accidental or
malicious.
The ability to identify third parties logging in with
compromised account credentials.
The ability to understand the flow of information
and enforce data loss prevention (DLP) policies
based on types of sensitive content as well as
internal and external sharing policies.
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Access control
SecureCloud provides fine-grained access control
to cloud services. Access is controlled based on
a multitude of continuously monitored contextual parameters. The system assesses security
postures of the user, device, network and service
which produces a unified security posture. That
posture is used to make intelligent access decisions and allow/block access along with granular
permissions for activity within Office 365.

Location-based access control
Many organizations require that sensitive
information and services only be accessed on
premises or in secure locations. SecureCloud
includes sophisticated location management
capabilities, which enables system administrators
to define location-based access control policies.

As it is increasingly common to use BYOD devices
to access cloud services, new security concerns
are introduced because the protection level for
data at rest on the endpoint is often unknown.
Coronet customers solve this problem by
installing and running lightweight agent on such
devices.
When a device attempts to access Office 365,
SecureCloud intercepts the authentication
request and present the user with device
authentication challenge that validates the device
has SecureCloud agent running, followed by
querying device and network security postures.
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Threat protection
SecureCloud threat protection engine
offers centralized management of all
cloud-related threats. As a first step,
it captures a record of all user and
administrator activity within Office 365
as well as other cloud services. The data
is analyzed then to detect threats in
their earliest stages. SecureCloud uses
both threshold-based and algorithmic
methods to detect anomalous behavior
that can suggest an unfolding attack.
SecureCloud enforces data-centric
security policies based on risk analysis
and includes the following security
controls:
1. Activity monitoring (audit trail of
user and administrator actions)
2. Detection of insider and
privileged user threats
3. Detection of compromised
accounts
4. Detection of malware spread
within Office 365 apps
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Data control
SecureCloud provides a unified DLP
policy engine, incident reporting,
and remediation workflow for all
cloud services including Office 365.
SecureCloud can inspect content at
rest in the cloud, identify DLP policy
violations, and use DLP rules to create
content-aware access control and
sharing policies.
SecureCloud reports on policy
exceptions and can automatically
take action to protect a wide range of
sensitive and regulated data including
payment card data, personal information,
health information, and intellectual
property.
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Top Office 365 security use cases for SecureCloud
Office 365 delivers a powerful set of
collaboration tools and frees employees
to access data from anywhere, using
any device.
However, these capabilities also
introduce potential issues that
enterprise security, risk, compliance,
and audit teams have not faced
before. After working with hundreds
of enterprises to help address security
and compliance requirements as
corporate data migrates to Office 365,
Coronet has identified the top use cases
enterprises found most relevant.

Prevent unauthorized data sharing
Formerly, email was the primary method of
collaboration within and between enterprises.
Today, using cloud-native tools such as OneDrive,
employees share a significant amount of data
with collaborators internally and with external
suppliers, distributors, vendors, and customers.
Cloud collaboration is replacing email as the
primary way sensitive data leaves the enterprise.
A small percentage of oversharing incidents are
due to malicious users. Most incidents are due
to well-intentioned employees who inadvertently
expose corporate data.
Users can share files in three ways:

In this section, we will describe each
use case in detail, explain Coronet’s
approach to addressing the use case,
and offer helpful evaluation criteria
to use as you move forward with
SecureCloud evaluation.

1. By inviting a user by the recipient’s email
2. By sending a link

When sharing large volumes of sensitive
data is just a few clicks away, it’s easy for
employees to mistakenly share files or
folders too broadly with other users. It’s
also commonplace to type in a recipient’s
name and mistakenly select the incorrect
individual or a personal email address
from the autocomplete suggestions.
Employees may also be sharing sensitive
data externally, unknowingly violating
policies. Depending on your corporate
policies, you may have blanket rules
about which business partners your
organization’s employees can share data
with via Office 365. You may also have
detailed policies on the type of content
that can be shared with externally.

3. By configuring the sharing policy to
make a document publicly available and
searchable.
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How SecureCloud helps
SecureCloud’s content aware policybased framework provides security
controls to ensure appropriate sharing
via in OneDrive and SharePoint Online.
Collaboration rules can trigger off the
specific permissions assigned for the
file or folder including viewer, editor, or
owner. Some enterprises have a whitelist
of acceptable external collaborators.
For example, you may prohibit external
sharing by default except with preapproved business partners known to
the organization, or prevent sharing with
personal email domains such as those
from Gmail or Yahoo! Mail.
In response to a policy violation,
SecureCloud can take remedial action.
Remediation actions include revoking
a shared link and limiting the scope
of sharing permissions (e.g. changing
editors to viewers) or removing sharing
permissions entirely.
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Prevent regulated, sensitive data being stored in the cloud
Employees upload a significant amount of sensitive data to Office 365. Latest reports show that,
on average, 20% of files an enterprise stores in
OneDrive and SharePoint Online are sensitive.
Depending on your organization’s compliance
and security posture, your policies may dictate
this information can be stored in Office 365
provided it is not shared inappropriately. But,
many companies have high-value or regulated
data they wish to prevent from being stored
in the cloud. And, regardless of compliance
requirements, some types of data are simply
unfit to be stored in the cloud. For example,
many users store files containing passwords in
OneDrive. These files often take the form of a
Word or Excel document with user names and
passwords for all the applications and devices an
employee uses.

How SecureCloud helps
SecureCloud delivers a robust content-aware
DLP engine with comprehensive remediation and
reporting. Many organizations have standard data
loss and compliance scenarios and SecureCloud
includes off-the-shelf DLP templates for common
use cases such as PII, PCI and HIPAA compliance
documents. These policies are customizable, or
you can create your own unique DLP policies,
based on custom search.

SecureCloud can target DLP policies to specific
user groups, business units, roles, or departments
by pulling user information from services
directory. For example, you can target a DLP
policy to a specific department, or to all users with
a specific role.
SecureCloud supports flexible automated
remediation actions in response to DLP policy
violations and enforce policies via isolating,
removing collaborators, sharing links and
notification.

Preventing regulated or high-value data from
being stored in the cloud is a two-part challenge:
1. Detecting sensitive data
• Identifying sensitive data is not a trivial
task, because it requires going beyond
simple keywords search.
2. Enforcing controls to prevent this data
from being stored in Office 365.
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Detect compromised accounts
and insider/privileged user threats
Office 365 customers are responsible for actions users
take that compromise data, and recent findings show
an average enterprise experiences 3 such threats each
month. This number includes compromised accounts,
insider threats, and privileged user threats.
Compromised accounts are also a significant threat. Cyber
criminals gain access to corporate Office 365 accounts by
exploiting stolen user credentials gathered via phishing
attacks, reused passwords leaked from other cloud
services, and guessing common passwords.

How SecureCloud helps
SecureCloud accurately detects insider threats, privileged
user threats, and compromised accounts leveraging
machine learning. It connects to Office 365 and
immediately begins building behavior models based on
actual user activity. In doing so, the platform can begin
detecting threats automatically without any input from an
administrator using an approach known as “unsupervised
learning”.
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Capture an audit trail of activity for forensic investigations
Accurately detecting threats requires complete
visibility into all user and administrator activity.
Additionally, security analysts require this
information in the format of an audit trail to
effectively investigate a wide range of incidents,
whether it be a data loss incident, insider threat,
privileged user threat, or compromised account.
For example, if an administrator is accessing
data outside her job role, an audit trail of files

accessed is essential. If a draft memo leaks to the
press, it’s important to know who accessed the
file to narrow down who may be responsible. If
an account compromise is found, the enterprise
needs to know what data was accessed,
particularly if the data accessed requires official
breach notification.

How SecureCloud helps
SecureCloud captures a complete audit
trail of all user activity in Office 365
for post-incident forensics. There are
over 500 distinct activities that users
and administrators can perform across
Office 365 applications. SecureCloud
categorizes each activity into one of
various categories (e.g. data access,
data sharing, data deletion, etc.) to
normalize activities across cloud services
and streamline the process of filtering.
Security analysts can browse activity
by category, for a specific user, or for
a specific service using a graphical
interface that summarizes activity over
time.
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Prevent malware spread
Recognizing that malware can leverage file sync and share
functions to proliferate, Microsoft offers built-in anti-virus for Office
365 that identifies most malware with previously catalogued
signatures. When malware is detected, Office 365 quarantines files
to prevent download and syncing to user endpoints. Additionally,
many enterprises utilize a secure web gateway (SWG) with malware
protection devices. However, there is a gap in protection for zeroday threats without previously catalogued signatures for off-network
unmanaged devices.

How SecureCloud helps
SecureCloud identifies potential
ransomware activity using a built-in
template and apply file policies to search
for unique file extensions. After detecting
potential attacks, automatic actions
could be taken to suspend suspect users
and prevent further encryption of the
user’s files.
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Summary
As your organization adopts
and standardizes on the Office
365 suite, you need granular
visibility and
control across the entire suite,
the ecosystem, and even other
cloud apps in your environment.
SecureCloud helps you do
that in a consistent, one-stop
fashion, enabling you to safely
adopt Office 365 and its
ecosystem of useful productivity
and collaboration apps.

Feature

Benefit

Automatic analysis across
your Office 365 suite and its
ecosystem, including other apps

• Quickly confirm and report suspicious or noncompliant activity

Autonomously detect and
remediate cloud anomalies

Get alerts when anomalous behavior that could signal compromised
credentials, non-compliant behaviors, and even the presence of

Automatically block risky activities
in cloud apps, e.g., unauthorized

Mitigate risk through precise, fine-grained, control

Protect sensitive content

• Get control over your sensitive data residing in cloud apps

• Don’t guess; prove data exposure so you can take action

• Prevent loss or exposure of sensitive data

SecureCloud enables these key
use cases:

• Prevent sharing of classified or sensitive information
• Prevent leakage of sensitive information
• Ensure regulatory compliance by automatically preventing PII/PCI/
PHI leakage
Provide end-to-end access control
to Office 365

Prevent unauthorized access to Office 365 services and data, allow
only trusted users, trusted devices, and trusted networks to access
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