CYBERSECURITY IN THE CITY: RANKING AMERICA’S MOST INSECURE METROS

TABLE OF
CONTENTS
Executive Summary

3

Purpose

4

Methodology

5-8

Most Insecure Cities

9-14

Least Vulnerable Regions

15-17

Complete Rankings

18

About Coronet

19

PAGE // 2

CYBERSECURITY IN THE CITY: RANKING AMERICA’S MOST INSECURE METROS

EXECUTIVE
SUMMARY
Cybersecurity in the City: Ranking America’s Most Insecure
Metros is a first-time report issued by Coronet, a provider of
enterprise-grade cloud security to companies of any size.
From December 2017 and May 2018, Coronet collected and analyzed massive
amounts of data from its SecureCloud endpoint application, which consists of
more than one million endpoints spanning PC, mobile and tablets. The data is
derived via Coronet Threat Intelligence, the company’s proprietary data aggregator
and analysis engine built to continuously study device posture, network
connections and the connections of surrounding networks and cloud-services to
understand new and emerging threat vectors. Coronet Threat Intelligence collects
eight terabytes of data daily, and that amount doubles every other week.
Specifically, Coronet Threat Intelligence provides unprecedented visibility into:
Threat identification in infrastructure
Public and private facilities
Endpoint threats and vulnerabilities
Cloud threats (including internal and external attackers; cloud-to-cloud
attacks, malware and ransomware spread)
With the unique ability to extract and analyze data from both access controls and
cloud controls, Coronet Threat Intelligence enables analysts to follow the evolution
of attacks from vulnerability stage to the actual attack execution. Because of this
visibility, Coronet can identify attackers, threats and vulnerabilities with extremely
high accuracy, even among the most sophisticated and stealthy attacks. In total,
the Coronet Threat Intelligence engine produces the most accurate and actionable
data in the cybersecurity industry; correlated, highly-contextual data that is both
geo-tagged and accessible in real-time.
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SPOTLIGHTING MID-MARKET
& SMALL BUSINESS RISK

“Companies of all sizes, in
particular SMB’s and SME’s,
face unprecedented risk
from vulnerable networks
and devices. We hope the
information found within this
report will help all businesses
understand their geographic
risks and the threats posed by
many of the services they rely
on most heavily.”
– Dror Liwer, co-founder &
CISO, Coronet

STAT

Attackers are increasingly focused on the mid-market and small business, as
these organizations lack the security budgets of Fortune 1000s and government
agencies, which currently spend up to and above $1 billion per company annually
on cybersecurity.
In recent years, many mid-market and small businesses have unsuspectingly,
yet significantly, increased their attack surfaces by adopting Cloud platforms and
BYOD, “work from anywhere” policies. Such flexibility has resulted in companies
no longer maintaining 100 percent control over the devices their employees use,
the networks they connect through to conduct business (access control), and the
servers they use and what they use them for (service control).
The unintended consequence of BYOD is that it has exposed organizations to
many new device vulnerabilities, driven by employee connections to unmonitored,
unmanaged networks. It’s also introduced new network exposure through the use
of exposed applications. Combined, these added risks have created a vastly wider
attack surface.
Despite increasing their attack surfaces exponentially, most mid-market
companies only have the money to adopt very basic cybersecurity tools, if any
at all. For the organizations that do have budget, they often lack the dedicated
resources to respond to threats in a timely manner - leaving them extremely
vulnerable to ransomware, cloud attacks and other social engineering techniques.
So for financially-motivated attackers, the mid-market and small businesses
present unprecedented opportunities to launch attacks that are very low on risk
and exceptionally high on reward.
The PURPOSE of this report is to empower small and mid-market businesses to
truly understand:

6 out of 10 small
businesses hit with
a cyberattack close
their doors for good
within 6 months.

1.

Their city’s risk level based on both threat and vulnerability
identification, as well as cybersecurity resources and investments

2.

Their organizational exposure to threats when accessing cloud-services
such as Office365, G-Suite, Dropbox, Salesforce and many other SaaS
business apps

3.

The differences between infrastructure risk and device risk and how
each poses unique challenges to companies of their size
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METHODOLOGY

To generate this report, Coronet analyzed an enormous set of data comprised
of both access and service threats. The data originated from Wi-Fi and cellular
networks, devices spanning all operating systems and public network connectivity
infrastructure. Additional vulnerabilities that could be exploited by adversaries
to gain access to cloud data, steal data or damage it were also included in the
examination.
The data was aggregated and evaluated based on potential damage that could be
caused by attackers and existing vulnerabilities in the 55 most populated DMAs,
which together account for almost 70 percent of the entire U.S. population. The
ranked results have been aggregated into regions which closely resemble Nielsen
DMAs. Coronet ranked each city that was analyzed from most insecure to least
vulnerable, with the most insecure cities scoring a 6.5 and above.
Threat Index Score
Based on security events that were identified and mitigated by SecureCloud, as
well as a vulnerability analysis, we implemented the following methodology to
calculate an overall Threat Index score.
A. Connectivity Infrastructure Scoring – Coronet SecureCloud scanned Wi-Fi
and cellular networks for threats, attackers and vulnerabilities. Threats were then
identified and ranked based on their potential to cause damage. Networks and
nodes were also evaluated for vulnerabilities and misconfigurations, as well as for
wrong routing and spoofing – all of which are susceptible to data leaks, phishing
messages and other attack scenarios.
B. Device Scoring – Since SecureCloud protects more than 1 million devices, each
endpoint undergoes detailed security posture evaluation. This process detects
malicious activity, the number of infected devices, device vulnerabilities, system
versions, and the integrity of the operating system. Among those parameters, we
are able to find:
•
•
•
•

Active and updated anti-malware
Active and updated firewalls
Password protection for devices/
OS access
Operating system integrity

•
•
•
•

Trusted applications
Disk and storage encryption
Privileged user account and
permissions
Device operational behavior.

C. Assumptions – This report makes the following assumption:
•

Each person owns or regularly uses two devices

.
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METHODOLOGY

For each DMA, Coronet combined and standardized the device vulnerability score
with the infrastructure vulnerability score to obtain an overall Threat Index score.
Using a risk range of 0-10 (the higher the score, the higher the risk), Coronet was
able to identify the vulnerability level of both endpoint devices and infrastructure in
the region. The combination of the two elements resulted in the risk level of a user
accessing data on the cloud, or by logging in to various sites. The final Threat Index
score also takes into account the probability of a user connecting to risky Wi-Fi
networks and the individual risk in specific infrastructure.
Based on our analysis, it is our opinion that an acceptable risk level is below 6.5,
and any score higher represents unacceptable exposure.

PAGE // 6

CYBERSECURITY IN THE CITY: RANKING AMERICA’S MOST INSECURE METROS

UNDERSTANDING  
NETWORK VULNERABILITIES
Medium & high risk networks - Attackers can use unencrypted, unsecured or improperly configured
Wi-Fi networks to obtain access credentials, deliver malware, snoop and sniff device communications.
Users connected to risky networks can unintentionally share important information with adversaries. Risky
network scenarios detected include:
•

Captive Portals (aka Wireless Phishing) - When malicious code is inserted into a legitimate captive
portal, and the code fools the target to installing more malicious code, camouflaged as a software
update, on a device.

•

Evil Twin – When a malicious Wi-Fi Access Point (AP) imitating a legitimate AP name and security
setup forces the targeted device to connect to the fake AP, causing all target device communications
to pass through the attacker’s computer.

•

VPN Gap - Even if the attacked person uses a VPN when connecting to the internet, the VPN’s
protection won’t kick in until he bypasses the captive portal login phase, leaving the device exposed
long enough for the attacker to act.

•

ARP Poisoning (like Ettercap) - Used to fool both the target device and the Wi-Fi router to
send outbound IP packets to the attacker’s laptop instead of to each other. From this moment, all
target device communications will pass through the attacker’s computer.

Compromised Router – When an attacker hacks into a wireless router, and modifies its firmware or
configuration in order to gain control of its routing functions. Once the router is hacked, an attacker
can manipulate the traffic to:
		
• Forward any received packet to a remote server
		
• Forward all traffic to the attacker’s local PC
		
• Modify the DNS server to point to a server under his control
		
• Spoof traffic to inject malicious code to target device

•

•

Honeypot – When an attacker creates an “attractive” AP (e.g. SSID: Free_WiFI) luring unsuspecting
users to connect, and from that moment on, all their data is routed through the attackers compute

•

Attack Equipment – Commercially available devices (such as Pineapple, Karma) are often used by
attackers to simplify and automate attack patterns. Devices running Kali Linux are also considered
highly suspicious.
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UNDERSTANDING
DEVICE  VULNERABILITIES
1.

No anti-malware installed – Anti-malware software represents a persons’ best defense against the
spread of malicious code. Without it, users are susceptible to data loss, credential theft, ransomware
and other threats of severe consequence to business continuity.

2.

No firewall installed – While imperfect, firewalls are necessary to prevent a variety of threats, such as
man-in-the-middle attacks, IP spoofing, phishing messages and brute force attacks from propagating
and spreading across networks and devices.

3.

Outdated anti-malware – A new malware strain emerges every 4 seconds, so outdated anti-malware
software leaves devices wide-open to attacks targeting the user’s finances, data, networks and
services.

4.

Outdated firewalls – Such a security deficiency exponentially increases the risk of phishing emails
and malware injection, which can lead to password/credential theft, financial fraud, ransomware and
other damaging vulnerability exploits that can set a business back, or even put it out of business.

5.

No password protection – Failing to secure networks and devices invites unauthorized users to
compromise the integrity and confidentiality of data. These devices are an easy target for attackers
seeking to compromise or exfiltrate personal and business information and use it to their advantage.

6. Privileged user account and permissions – Such guidelines help ensure that the wrong people
cannot access confidential and/or proprietary information. Companies without permissions are highly
susceptible to data loss and impersonation attacks that can disrupt workflows and finances.
7.

Non-original operating system – Illegitimate operating systems are not supported by security
patches or third-party software, meaning they are not just vulnerable to malware, credential theft and
data breaches, but in the event of an incident, there is little to no remediation that can be done.
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TOP 10 LEAST
SECURE REGIONS
DMA

THREAT INDEX SCORE

10. Tampa – St. Petersburg - Sarasota

8.3

9. Orlando-Daytona Beach

8.5

8. West Palm Beach – Ft. Pierce

8.9

7. Jacksonville

8.9

6. Birmingham

9.0

5. Providence

9.0

4. Houston

9.2

3. Charlotte

9.8

2. Memphis

9.8

1. Las Vegas

10
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TAMPA –
ST. PETERSBURG
Coronet Threat Index Score: 8.3
Metro Population: 3,068,511
DMA Rank: 11

10

Locations in which defense and financial
services are the primary industries are
at heightened risk of cyber activity. Such
is the case for Tampa – St. Petersburg.
Despite housing the Florida Center for
Cybersecurity at the University of South
Florida, the region barely edges out New
York City for the final spot on the Top 10
Most Insecure Cities List. This metro area
also boasts an above average elderly
population, which might account for the
abundance of device vulnerabilities such as
misconfigurations and improper password
protections.

ORLANDO –
DAYTONA BEACH
Coronet Threat Index Score: 8.5
Metro Population: 2,387,138
DMA Rank: 18

TOP SECURITY VULNERABILITIES

31%
5%

probability of users connecting
to either medium-risk or high-risk
networks in the suburb of
Palm Harbor

of devices are using
non-original operating systems
•

5,000 percent worse than the national average

•

36,908 devices using a non-original operating system

9

The second fastest growing metro region
in the country, Orlando is attracting global
transplants to work in its tourism and
agriculture industries, among others. Last
year, the Central Florida metro area became
the first in the U.S. to surpass 60 million
visitors in a 12-month period, saturating the
region with unsafe devices from across the
world. Taking notice, attackers are likely
able to trick thousands of unsuspecting
tourists into joining compromised Wi-Fi
networks at hotels, restaurants, theme
parks and other recreational locations.

TOP SECURITY VULNERABILITIES

17%
13%

probability of users connecting
to either medium risk or high risk
networks.
•

402,232 people are at risk of connecting to a
medium or high risk network

of devices have no
password protection
•
•

163 percent worse than the national average
16,900 devices without password protection
(Spring Breakers not included)
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WEST PALM
BEACH –
FORT PIERCE
Coronet Threat Index Score: 8.9
Metro Population: 1,423,000
DMA Rank: 38

8
TOP SECURITY VULNERABILITIES

43%
15%

Like Tampa, West Palm Beach boasts one of
the oldest populations (median age) of any
major city and is home to tens of thousands
of wealthy, unsuspecting, non-digital-natives
who might not know a software patch from
a quilt patch – making them an easy target
for financially-motivated cyber criminals
and fraudsters. President Donald Trump’s
“Southern Whitehouse” (Mar-A-Lago), is also
recognized as an emerging cyber target, and
the city estimates spending an additional
$400,000 to defend against cyber threats
each time POTUS comes to town.

JACKSONVILLE
Coronet Threat Index Score: 8.9
Metro Population: 1,504,980
DMA Rank: 47
The country’s largest city by land-size
is also home to a robust advanced
manufacturing industry, aerospace and
insurance jobs as well as the Naval Station
Mayport, which houses 15,000 active
duty personnel and 32,000 of their family
members. These industries rely heavily on
legacy equipment that is both vulnerability
prone and an attractive target to attackers
motivated by disrupting or damaging
business-critical operations.

probability of users connecting
to either medium-risk or high-risk
networks in the Boynton Beach
suburb

of devices have no password
protection in Boca Raton
•
•

186 percent worse than the national average
27,971 devices have no password protection

7
TOP SECURITY VULNERABILITIES

49%
18%

probability of users connecting
to either medium-risk or high-risk
networks

of devices have outdated malware
protection in the suburb of Lakeside
•

750 percent worse than the national average

•

11,160 devices without current malware security
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BIRMINGHAM
Coronet Threat Index Score: 9.0
Metro Population: 1,145,647
DMA Rank: 45

6

Like Jacksonville, Birmingham is home
to a large manufacturing sector that is
increasingly reliant on automation that
is susceptible to misconfigurations and
internal and external threats. The Alabama
Office of Information Technology, under the
leadership of the State’s CISO, was formed
to help reduce cyber risk to the private
sector, while the public-sector benefits
from many Federal Government resources
available at military facilities across the
state.

PROVIDENCE –
NEW BEDFORD
Coronet Threat Index Score: 9.0
Metro Population: 1,604,291
DMA Rank: 38

TOP SECURITY VULNERABILITIES

47%
10%

probability of users connecting
to either medium-risk or high-risk
networks in the Hoover suburb

of devices have no
password protection
•

125 percent worse than the national average

•

229,129 devices without password protection

5

Healthcare is Rhode Island’s fastest
growing industry, so the vast attack surface
should come as no surprise, with medical
data and patient records representing
some of the most sought after digital
assets. Recognizing the increasing threats
to the region, the State named its first
cybersecurity director in 2017, who is tasked
with developing a comprehensive state
cybersecurity strategy for both the public
and private sector.

TOP SECURITY VULNERABILITIES

40%
10%

probability of users connecting
to either medium risk or high risk
networks
•

634,000 people at risk of connecting to medium or
high risk networks

of devices have no password
protection
•

125 percent worse than the national average

•

320,858 devices have no password protection
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HOUSTON
Coronet Threat Index Score: 9.2
Metro Population: 6,313,158
DMA Rank: 8

4

Houston is a hotbed for the oil & gas and
energy industries, which have no shortage
of legacy, vulnerability-prone networks
and industrial control systems that were
never built for interconnectivity but are now
coming online. An attack against any such
critical infrastructure could trickle down
through the supply chain and negatively
impact the city’s many mid-market
businesses, which generate the most
revenue per employee of anywhere in the
country, according to Dun & Bradstreet.

CHARLOTTE
Coronet Threat Index Score: 9.8
Metro Population: 2,474,314
DMA Rank: 22
As the southern headquarters to many
global financial institutions and energy
conglomerates, it should come as no
surprise that Charlotte is a hotbed for cyber
vulnerability and threats. To try and help
mitigate risk, the State of North Carolina
recently announced a new cybersecurity
unit to combat cybercrime. Time will tell
how much of an impact the government’s
increased involvement makes in risk
reduction. Until then, Charlotte is in the Top
3 Most Insecure Regions in the U.S.

TOP SECURITY VULNERABILITIES

47%
8%

probability of users connecting
to either medium-risk or high-risk
networks
•

2.9 million people are at risk of connecting to
a medium-risk or high-risk network operating
system

of devices are using a non-original
operating system in the suburb of Cypress
•

8,000 percent worse than the national average

•

7,364 devices are using a non-original operating system

3
TOP SECURITY VULNERABILITIES

46%
3%
13%

probability of users connecting
to either medium-risk or high-risk
networks in the Concord suburb

of devices have outdated malware
protection
•

125 percent worse than the national average

•

148,458 devices have outdated malware protection

of devices have no
password protection
•

113 percent worse than the national average

•

445,377 devices without password protection

FAST FACT: In January, just 140 miles north in Durham, an Evil Twin attack was discovered on
multiple networks and devices. People should avoid joining the “DukeVisitor” Wi-Fi network.
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MEMPHIS
Coronet Threat Index Score: 9.8
Metro Population: 1,341,746
DMA Rank: 51
This growing BBQ sanctuary is also home
to one of the world’s largest logistics
companies, FedEx, which is consistently
atop the list of most spoofed brands used
in phishing attacks. The city’s status as a
logistics hub likely puts its small and midmarket businesses at an elevated risk for
malicious cyber activity, as cyberattacks
targeting the supply chain have grown by
more than 200 percent in recent years.

2

LAS VEGAS
Coronet Threat Index Score: 10.0
Metro Population: 2,248,390
DMA Rank: 40
The cyberattacks in Vegas don’t
necessarily stay there. One of the world’s
top tourist and tradeshow destinations,
Las Vegas exceeds the national average
in every network and device vulnerability
category. The use of public Wi-Fi in hotels,
restaurants and casinos, combined with
the State of Nevada’s vastly underfunded
cybersecurity budget, help propel Las
Vegas to the distinction as America’s most
insecure city. One would have to imagine
that serving as the annual host for two
of the world’s largest cybersecurity and
hacking events – Blackhat and Defcon – is
also not advantageous to its score.

TOP SECURITY VULNERABILITIES

48%
7%
13%

probability of users connecting
to either medium-risk or high-risk
networks
•

Majority of population (644,000) at risk of
connecting to a medium-risk or high-risk network

of devices have no anti-malware installed

1

•

3,500 percent worse than the national average

•

187,844 devices have outdated malware protection

of devices have no
password protection
•

113 percent worse than the national average

•

445,377 devices without password protection

TOP SECURITY VULNERABILITIES

43%
20%
20%

probability of users connecting
to either medium-risk or high-risk
networks, impacting not only the local
population, but also the 6.5 million
convention attendees and 35.5 million
tourists
of devices have no password
protection
•

113 percent worse than the national average

•

404,710 devices have no password protection

of devices are using a non-original
operating system
•
•

6,000 percent worse than the national average
269,981 devices are using a non-original operating
system
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TOP 5 LEAST
VULNERABLE REGIONS
DMA

THREAT INDEX SCORE

5. St. Louis

6.3

4. Seattle-Tacoma

6.3

3. Norfolk-Portsmouth-Newport News

6.2

2. Greensboro-Winston Salem

6.2

1. Richmond-Petersburg

5.8
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5
4
3

ST. LOUIS
Coronet Threat Index Score: 6.3
Metro Population: 2,807,338
DMA Rank: 21

SEATTLE –
TACOMA
Coronet Threat Index Score: 6.3
Metro Population: 3,610,000
DMA Rank: 14

NORFOLK –
PORTSMOUTH
– NEWPORT
NEWS

Although a large percentage of the city’s workers are
employed in the aviation, biotech, chemicals and utilities
industries, St. Louis’ digital security ranks among the best in
the nation. One reason for its success could be its connection
to the Missouri Cybersecurity Center, which has earned
tremendous third-party accolades from CSO Magazine,
SANS Institute and State Scoop for its security awareness
training programs and overall excellence in cybersecurity.
The office is responsible for managing all information security
related events within the enterprise and ensuring proper
administrative and technical controls are implemented to
safeguard the State of Missouri’s information systems.

You might not think that such a high-tech region – home
to Amazon and Microsoft, two of the world’s largest tech
companies – would land on the safest cities list, but the Seattle
metro comes in close to the top. Perhaps the region is aided
by the State of Washington, which operates one of the most
efficient digital security agencies in the country – the Office
of Cybersecurity. The agency was passed into law by the
state legislature in 2015 with a charter to prevent and mitigate
threats to the public sector while providing education, training
and information sharing to the community at large.

This region’s economy is also driven primarily by non-technical
jobs, including health and social services, education, retail
trade and mining. However, its naval population has recently
been tasked with “revolutionizing how submarines are built.”
The injection of this high-tech task will not just open up new
threat vectors, but the access to strategic military documents
will be an attractive asset for adversaries to try and obtain.

Coronet Threat Index Score: 6.2
Metro Population: 1,716,624
DMA Rank: 42
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2
1

GREENSBORO
– WINSTON SALEM
Coronet Threat Index Score: 6.2
Metro Population: 1,599,477
DMA Rank: 46

RICHMOND –
PETERSBURG
Coronet Threat Index Score: 5.8
Metro Population: 3,610,000
DMA Rank: 55

Hands-on industries such as textiles, tobacco, furniture and
manufacturing remain the region’s most prominent industries,
which likely contributes to its overall safety ranking. However,
reports suggest that many local businesses are in the
process of integrating automation into legacy processes and
operations, which is likely to impact the region’s ranking as
more networks and devices come online.

Virginia is often considered the gold standard for cybersecurity
in the U.S., as evident by Richmond and Norfolk both ranking
highly on the list of most secure metros. But Richmond’s
distinction as the least vulnerable city comes as somewhat
of a surprise when considering that it’s the State Capitol as
well as home to many high-tech, data rich financial services,
biotech, medical and transportation organizations, as well as
data centers - all frequent targets of cyberattack. Nonetheless,
Richmond can, for the time being, claim the distinction as
America’s least vulnerable city.
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COMPLETE RANKINGS (WORST TO BEST)
DMA

THREAT INDEX
SCORE

DMA

THREAT INDEX
SCORE

Las Vegas, NV

10

Portland, OR

7.3

Memphis, TN

9.8

Grand Rapids-Kalamazoo-Battle Creek,
MI

7.2

Charlotte, NC

9.8

Atlanta, GA

7.2

Houston, TX

9.2

Cleveland-Akron (Canton), OH

7.2

San Antonio, TX

7.2

Washington, DC (Hagerstown, MD)

7.1

Providence, RI – New Bedford, MA

9

Birmingham (Anniston and Tuscaloosa),
AL

9

Jacksonville, FL

8.9

Boston, MA (Manchester, NH)

West Palm Beach-Ft. Pierce, FL

8.9

San Francisco-Oakland-San Jose, CA

6.9

Orlando-Daytona Beach-Melbourne, FL

8.5

Nashville, TN

6.9

Tampa-St. Petersburg (Sarasota), FL

8.3

Philadelphia, PA

6.9

New York, NY

8.3

Greenville-Spartanburg, SC-Asheville,
NC-Anderson, SC

6.8

Indianapolis, IN

8.3

San Diego, CA

6.8

Hartford & New Haven, CT

8.2

Oklahoma City, OK

6.8

Miami-Fort Lauderdale, FL

8.2

Austin, TX

6.7

Columbus, OH

6.7

Cincinnati, OH

6.6

Denver, CO

6.6

Kansas City, MO

6.5

Salt Lake City, UT

6.5

Fresno-Visalia, CA

6.5

Phoenix, AZ

6.5

Albuquerque-Santa Fe, NM

6.4

St. Louis, MO

6.3

Seattle-Tacoma, WA

6.3

New Orleans, LA

8

7

Buffalo, NY

7.9

Sacramento-Stockton-Modesto, CA

7.8

Milwaukee, WI

7.8

Harrisburg-Lancaster-Lebanon-York, PA

7.8

Pittsburgh, PA

7.7

Louisville, KY

7.6

Dallas-Ft. Worth, TX

7.6

Raleigh-Durham (Fayetteville), NC

7.6

Los Angeles, CA

7.6

Detroit, MI

7.6

Norfolk-Portsmouth-Newport News, VA

6.2

Baltimore, MD

7.4

6.2

Chicago, IL

7.4

Greensboro-High Point-Winston Salem,
NC
Richmond-Petersburg, VA

5.8

Minneapolis-St. Paul, MN

7.4
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CORONET CLOUD SECURITY FOR
MID-MARKET & SMALL BUSINESS

“Our Cybersecurity in the
City: Ranking America’s
Most Insecure Metros report
emphasizes just how expansive
both the vulnerability and
threat landscapes have gotten
in the U.S. While many major
companies have the budgets,
personnel and resources to
protect their assets from such
risks reasonably well, midmarket and small business
are mostly left to fend for
themselves. This is both
unfortunate and a recipe for
disaster.”
– Guy Moskowitz,
founder & CEO, Coronet

True cloud security must ensure users are authenticated, that the device used
is not compromised, that the network used is safe, and that the user behavior
(access, downloads, uploads, collaboration, reporting) is allowed. Traditionally, to
ensure true cloud security, organizations had to purchase, integrate and operate
multiple platforms - which is expensive, very complicated, labor intensive and
extremely time consuming.
Coronet’s SecureCloud brings enterprise grade security to any size company,
protecting cloud apps from unauthorized access, data theft, and malware
spread. Through a powerful AI engine, SecureCloud not only identifies risks, but
automatically mitigates them, eliminating the need for human intervention and
reducing TCO by over 80%.
With Coronet, users can safely access any cloud service, through any device, in the
office and on the road, connect to any network and seamlessly be secured

SecureCloud is FREE for all SMBs and SMEs
•

Access Control - Now that users can work from anywhere, using any
device, Coronet ensures only authorized users using safe devices connected
through safe networks from allowed locations have access to cloud
applications and data

•

Cloud Control – Once access is granted, Coronet controls who shares
what with whom, prevents data leakage, malware and ransomware spread,
suspicious activities, and regulatory violations (PCI-DDS, HIPAA, GDPR, etc.)

TO GET STARTED WITH CORONET, SIGN UP HERE:

www.coro.net/signup

www.linkedin.com/company/coronet/
@coronetworks
www.facebook.com/coronetworks/

